I[OKYMCHT npcaoCTaBJICH KOHCYJ’ILTEIHTHHIOC

3apeructpupoBano B Muntocte Poccuu 14 mast 2013 . N 28375

OEJEPAJIBHASA CJIYXBA 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

IMPUKA3
ot 18 deBpans 2013 . N 21

Ob YTBEPXKXJIEHUU COCTABA U COAEPKAHUSA
OPTAHU3ALIMOHHBIX U TEXHUYECKUX MEP I10 OGECIIEYEHHWIO
BE3OITACHOCTHU HEPCOHAJIBHBIX IAHHBIX 1P UX OBPABOTKE

B UTHOOPMALIMOHHBIX CUCTEMAX IIEPCOHAJIBHBIX JIAHHBIX

CIcoK U3MEHSIOIINX JOKYMEHTOB
(8 pen. IlpukazoB @®CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B coorBerctBum ¢ wacteio 4 crateu 19 @enmepanbHoro 3akoHa ot 27 utons 2006 . N 152-03 "O
nepcoHanbHBIX JaHHBIX" (Cobpanue 3akoHonatenscTBa Poccuiickoit @eneparuu, 2006, N 31, ct. 3451; 2009,
N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, c1. 3407; N 31, ct. 4173, cT. 4196; N 49, ct. 6409; 2011, N 23, cT.
3263; N 31, ct. 4701) u Ilonoxxernnem o DemepaabHOU CITY)KOE MO0 TEXHHUECKOMY U SKCIIOPTHOMY KOHTPOITIO,
yTBepkIeHHbBIM Yka3zoM [lIpesunmenta Poccmiickoit ®enepamum or 16 aBrycra 2004 . N 1085 (Cobpanue
3akoHomaTenbcTBa Poccmiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921;
N 47, ct. 5431; 2012, N 7, ct. 818), mpuKa3sIBaro:

1. VYTBepmuth mpunaraemble CoCTaB M coAepKaHHE OPTaHMW3ALMOHHBIX M TEXHUYECKHX Mep I10
obecrieueHHI0 0e30MacHOCTH TIEPCOHANBHBIX JIAHHBIX MPH HX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX.

2. IIpuznate yrparuBmmmM cuity npuka3 @CTIOK Pocenn ot 5 despans 2010 . N 58 "OO6 yTBepxaeHnn
[MonokeHust 0 MeTonax M crocodax 3aluThl HHPOPMAIMH B WHQOPMAIMOHHBIX CHCTEMax MEepPCOHATBHBIX
maHHBIX" (3apeructpupoBad MuntoctoM Poccnn 19 despans 2010 1., peructparmonnsiit N 16456).

Jupekrop

DenepanbHON CITY>KOBI IO TEXHIYIECKOMY
Y 3KCIIOPTHOMY KOHTPOJIO

B.CEJIMH

Y TBepKACHBI
npukazoM @CTIK Poccun
or 18 despans 2013 . N 21

COCTAB 1 COAEP KAHUE
OPITAHM3AIIMOHHBIX U TEXHUYECKHUX MEP I10 OBECIIEYEHHWIO
BE30OITACHOCTHU HEPCOHAJIBHBIX TAHHBIX TP UX OBPABOTKE

B HTHOOPMAIIMOHHBIX CUCTEMAX INIEPCOHAJIBHBIX TAHHBIX

CIincok U3MEHSIOMNX JOKYMEHTOB
(8 pen. IlpukazoB @®CTIOK Poccun ot 23.03.2017 N 49,
or 14.05.2020 N 68)

1. O0mue nmoJjio:keHus

1. Hacrosimmii JoKyMeHT pa3paboTaH B COOTBETCTBUH € yacTbio 4 cratbu 19 denepaibHOro 3akoHa OT
27 wmronst 2006 . N 152-®3 "O mnepconansHbix aaHHbIX" (CoOpaHme 3akoHOmarenbcTBa Poccuiickoit


https://www.consultant.ru/
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD02182471150BE77ED5232AFF844FDF396FBD91AD76885CBE3AC414F747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD02182461553BF72E85232AFF844FDF396FBD91AD76885CBE3AC414C747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD0218241135CB573EE5232AFF844FDF396FBD91AD76885CBE3AF494E747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD02182411452B073ED5232AFF844FDF396FBD91AD76885CBE3AC4549747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD021824C175CB371E40F38A7A148FFF499A4DC1DC66887CBFDAC49547D2A75y3hDG
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD02182471150BE77ED5232AFF844FDF396FBD91AD76885CBE3AC414F747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD02182461553BF72E85232AFF844FDF396FBD91AD76885CBE3AC414C747E267A48D17EAFA5BDC190DC3FBEyFh5G
consultantplus://offline/ref=7C398F0211377AA45DDFC2BEDDD0218241135CB573EE5232AFF844FDF396FBD91AD76885CBE3AF494E747E267A48D17EAFA5BDC190DC3FBEyFh5G

®enepanuu, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173,
cT. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycraHaBiIMBaeT COCTaB U COAEpKaHUE
OPTaHM3AIMOHHBIX U TEXHUYECKHX Mep MO OOCCIICUCHHIO Oe30MacHOCTH TMEPCOHANBHBIX JaHHBIX MPH UX
00paboTke B HMH(DOPMAIMOHHBIX CHUCTEMaxX IEPCOHANBHBIX JaHHBIX (Hajiee - Mepbl MO O0eCIeueHUIO
0€30IaCHOCTH TMEPCOHATBHBIX JAHHBIX) JUISI KAXKJOr0 M3 YPOBHEH 3alllMINEHHOCTH MEPCOHATBHBIX JAHHBIX,
YCTaHOBJICHHBIX B Tpe0OBaHUSAX K 3aIUTE NEPCOHATBHBIX AHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX
CHUCTeMax TIePCOHANBHBIX JIAaHHBIX, YTBEPXKICHHBIX MocTaHoBiIeHUeM llpaButenscrBa Poccutickoit
®enepannu ot 1 HosOps 2012 . N 1119 (Cobpanue 3akonomatenbctBa Poccuiickoit denepannu, 2012, N 45,
CT. 6257).

Mepel 10 oOecrieueHHI0 OE30MaCHOCTH TEPCOHANBHBIX JIAHHBIX MPUHUMAIOTCS IS 3aIlUThI
MEPCOHAJIbHBIX JIaHHBIX OT HEMPaBOMEPHOIO WJIM CIYyYailHOTO AOCTYNa K HUM, YHUUYTOXKEHUS, U3MEHEHHS,
OJIOKUPOBaHMS, KOTUPOBAHMUS, PETOCTABICHUS, PACIIPOCTPAHEHUS TIEPCOHATBHBIX JJAHHBIX, & TAK)KE OT HHBIX
HEMPaBOMEPHBIX JEWCTBUI B OTHOIIEHUH MEPCOHATIBHBIX TaHHBIX.

B HacrosiieM 10KyMeHTE HE pacCMaTpUBAIOTCSI BOIPOCH oOecrieueHns: 6e30MacCHOCTH MEPCOHAIBHBIX
JIAHHBIX, OTHECEHHBIX B YCTAHOBICHHOM TOPSIIKE K CBEJICHUSIM, COCTABIISIONINM IOCYJAPCTBEHHYIO TaliHy, a
TaKKe Mepbl, CBS3aHHbIE C TPUMEHEHHEM MHUQPOBAILHBIX (KpUNTOrpadUYecKux) CpPEACTB 3allUuThl
WH(pOPMAITHH.

2. beszomacHocTh TepCOHANBHBIX JIAHHBIX MPU HX 00paboTke B WHGOPMAIMOHHOW cUCTeMe
MEePCOHANBHBIX JIAHHBIX (Janmee - WHGOpPMAaIMOHHAs CHCTEMa) OOeCIIedMBaeT OIepaTtop WM JIUIO,
ocymiecTBisfoniee 00pabOTKy IEPCOHANBHBIX [AaHHBIX II0 MOPYYEHHIO OIepaTtopa B COOTBETCTBUH C
3aKOHOJATENbCTBOM Poccuiickoit denepanuu.

st BeIMOTHEHHS paboT 10 00eCTIeueHn0 Oe30ITaCHOCTH IEPCOHANIBHBIX JAHHBIX TP X 00paboTKe B
WH(OPMAIIIOHHOW CHCTEME B COOTBETCTBHHM C 3aKOHOAATENbCTBOM Poccuiickoit @Denepaniuu MOTyT
MIPUBJIEKAThCA HA JOTOBOPHOM OCHOBE IOPHAMYECKOE JIMIO WM WHAWBHIYATbHBINA MpPENpPUHUMATEND,
HMEIOLIME JIULEH3HIO Ha AEITENbHOCTD 10 TEXHUYECKOM 3aluTe KOH(pUASHIIMAIbHON HH(OpPMAaIIH.

3. MepsI o obecrieueHHI0 0e30MacHOCTH TEPCOHANBHBIX JIAHHBIX PEaTU3yIOTCS B PAMKaX CHCTEMEI
3alUTHI TEPCOHANBLHBIX JTAHHBIX, CO3/[aBAEMON B COOTBETCTBUH ¢ TpeOOBaHMSIMHU K 3allIUTE MEPCOHATBHBIX
JaHHBIX TpH WX 00pa0oTke B WHQPOPMAIMOHHBIX CHCTEMaX IEPCOHANBHBIX JAHHBIX, YTBEPKICHHBIMU
noctanoBineHneM lIpaButenbcrBa Poccmiickoit @enepammm or 1 HOsOps 2012 . N 1119, 1 momxHBI OBITH
HaTpaBIICHBI Ha HEUTPAIM3aIUIO AKTYaILHBIX YTPO3 0€30IMacHOCTH MEePCOHANBHBIX JIAHHBIX.

4. Mepsl mo oOecriedeHHIO 0€30MIaCHOCTH IEPCOHATIBHBIX MAaHHBIX PEAM3YIOTCI B TOM YHCIIE
MOCPEJCTBOM MPHUMEHEHHS B MH(OOPMAIMOHHON CHCTEME CPEICTB 3alUThl MHQOPMAIIUHU, MPOIICANINX B
YCTaHOBJICHHOM TOPSIJIKE MPOIIEAYPY OIICHKHA COOTBETCTBHUS, B CIy4YasxX, KOrja MPUMEHEHHE TaKHX CPEICTB
HEOOXOAMMO Tl HEUTPATU3alii aKTyalbHbBIX YIPO3 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

KoncynprantlIntoc: npumeyanue.
Hymepanus myHKTOB JaHa B COOTBETCTBHH C O(hUIIMATLHBIM TEKCTOM TOKYMEHTA.

6. Ouenka >QQeKTUBHOCTH PEaIU30BaHHBIX B PAMKaX CHCTEMBI 3aIIUTHI MIEPCOHATBHBIX JAHHBIX MEp
o obecneyeHno 0e30MacHOCTH MEPCOHABHBIX JaHHBIX IMPOBOIUTCS ONEPaTOPOM CaMOCTOSTEIBHO WIU C
MpPUBJICYCHHNEM Ha JOTOBOPHOH OCHOBE IOPHAMYECKUX JHWL W HHIUBUIAYaJbHBIX HpENIpUHUMATENCH,
UMEIOLIMX JIMLIEH3UI0 Ha OCYLIECTBICHUE ACATENBHOCTH MO TEXHHUYECKOH 3ammre KOH(HIESHIHAIbHON
nHpopMay. YKa3aHHas OLIEHKa IIPOBOANTCS HE PEXe OIHOT0 pasa B 3 roja.

7. Mepbl mo obecrnedeHHr0 0€30MaCHOCTH TIEPCOHANBHBIX JAaHHBIX TpU WX 00paboTke B
TOCYIapCTBEHHBIX WH(OPMAIIMOHHBIX CHCTEMaX MPUHUMAIOTCS B COOTBETCTBHH C TPEOOBAHUSIMHU O 3AIMUTE
nH(popMaIu, comepKamieiicss B TOCYIapCTBEHHBIX HWH(POPMAIMOHHBIX CHUCTEMaxX, YCTaHABIMBAEMBIMHU
OCTIK Poccuu B mpefenax CBOUX MOJIHOMOYHUM B COOTBETCTBUU € YacThio 5 cTaThu 16 denepanbHOro 3akoHa
ot 27 uronst 2006 . N 149-03 "O0 undopmanum, HHGOPMALINOHHBIX TEXHOMOTHSIX U 0 3aIuTe HHpopManun"
(Cobpanue 3axoHonmatenscTBa Poccuiickoit @eneparum, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N
15, ct. 2038; N 30, cT. 4600; 2012, N 31, ct. 4328).

II. CocTaB u conepxxanue Mep 1o odecne4eHNI0 6e30MACHOCTH
NMEePCOHATBHBIX TaHHBIX
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8. B cocraB mMep mo obecreueHno 0e30MacHOCTH MEPCOHANBHBIX TaHHBIX, PEaIn3yeMbIX B paMKax
CHCTEMBI 3alHUTHI IEPCOHATBHBIX JaHHBIX C YUE€TOM aKTyaJbHBIX yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX
U TIPUMEHSIEMbIX HH()OPMAMOHHBIX TEXHOIOTHH, BXOAAT:

uaeHTH(GUKALKS U ayTeHTU(UKAINS CYObEKTOB AOCTYIA U OOBEKTOB JOCTYIA;
yIIpaBJIeHHE JOCTYIIOM CyObEKTOB JJOCTyIa K OObEKTaM J0CTyIa;
OrpaHUYEHHE POTPAMMHOM CPEIIBL;

3alUTa MAIIMHHBIX HOCHUTENed WHGOpPMalyH, Ha KOTOPHIX XpaHATCS M (Wiam) oOpabaThIBarOTCS
MepcoHaNbHbIC TaHHbBIE (1ajiee - MAIIMHHBIE HOCUTENH MEePCOHAIBHBIX JaHHBIX);

perucTpaius coObITUI 0e30MacHOCTH;

AHTHBHUPYCHAs 3aIIUTa;

oOHapykeHue (MPeIOTBPAIICHIE) BTOPKECHU;

KOHTPOITb (aHAJU3) 3alTUIIICHHOCTH IEPCOHATHHBIX JaHHBIX;

o0eCrieyeHHE 1IEIOCTHOCTH MH(POPMAIIMOHHON CHCTEMBI U TIEPCOHAIBHBIX JJAHHBIX;
oOecrieueHne JOCTYITHOCTH NNEPCOHAJIBHBIX JaHHBIX]

3aluTa Cpeibl BUPTYyaTU3alluu;

3aIrTa TEXHUYCCKUX CPEACTB;

3ammTa HHQOPMAIIMOHHOW CHCTEMBI, €€ CPE/ICTB, CUCTEM CBSI3U H TIepeadn JaHHBIX;

BBISIBIICHUE UHIIHJICHTOB (OIHOTO COOBITHSI VITU TPYIITBI COOBITHH ), KOTOPhIE MOTYT IIPUBECTH K COOSIM
W HapyIeHuio (QyHKIMOHUPOBAaHUS HWHGOPMAITMOHHONH CHCTEMB W (WIM) K BO3HUKHOBECHHIO YIPO3
0e30IMacHOCTH TIePCOHATHHBIX JaHHBIX (Jlaee - MHIUCHTHI), U pearupoBaHUe HA HUX;

yIpaBliicHuEe KOH(UTyparueld THPOPMAIMOHHON CHCTEMBI U CHCTEMBI 3allIUThI TIEPCOHATILHBIX JIaHHbIX.

CocraB 1 comepskaHue Mep 110 00eCITeUeHHI0 0€30ITaCHOCTH TIEPCOHATBHBIX JAHHBIX, HEOOXOMUMBIX IS
obecrieueHHs KaXXI0ro U3 YPOBHEH 3alWIEHHOCTH MEPCOHANLHBIX JAHHBIX, TPUBEJACHBI B MPUIMKEHUU K
HACTOAIIEMY JOKYMCHTY.

8.1. Mepsl no naeHTH(UKAIMY U ayTeHTH(UKANN CyObEKTOB JOCTYNa M 00BEKTOB JIOCTYIIA JAOJIKHBI
o0ecrieynBaTh NPUCBOCHHWE CyObEKTaM M OObEKTaM [OCTyIa YHUKAIBHOTO NpW3HaKa (MIeHTHU(UKATOpa),
CpaBHEHHE TPEIbIBISIEMOr0 CYObeKTOM (00BEKTOM) JOCTYyNa MACHTH(HUKATOpA C MEPEYHEM IPHUCBOSHHBIX
UICHTU(UKATOPOB, a TAKXKE MPOBEPKY MPUHAISKHOCTH CyObeKTy (00BEKTY) HOCTyIa MPEembsIBICHHOTO UM
naeHTurKaTopa (OATBEPKISHIE TOIIMHHOCTH).

8.2. Mepsl 10 ynpaBIeHHUIO JOCTYIIOM CYOBEKTOB JOCTYIa K 00bEKTaM JOCTyIa JOIKHBI 00€CIIeunBaTh
yIpaBlIeHHE NTPaBaMU U MPUBUIIETHSIMUA CyOBEKTOB OCTYIIA, pasTpaHUuEHHE IOCTYyIa CyObEKTOB JOCTyIa K
o0beKTaM J0CTylla Ha OCHOBE COBOKYHNHOCTH YCTAHOBJICHHBIX B WH(OPMALMOHHOH cHCTeME NpaBUII
pasrpaHnveHus 10CTyIa, a TaKkKe 00eCceunBaTh KOHTPOJIb 33 COOMIOCHNEM 3THX IPaBHIL.

8.3. Mepsl 0 OrpaHMuEHHIO IPOrPAaMMHOM Cpebl TOJDKHBI 00€CIeYnBaTh YCTAHOBKY M (MJIM) 3aIlyCK
TOJIBKO Pa3pelIeHHOr0 K MCIIONb30BAaHUIO B MH(OPMALMOHHON CHUCTEME NMPOrpaMMHOIO 0OECHEUeHUs W
HCKIII0YaTh BO3MOKHOCTh YCTAHOBKH U (WMJIM) 3aIlyCKa 3alpelIeHHOr0 K UCIIOIb30BaHUIO B HH(POPMAIMOHHON
cHCTeMe IPOrpaMMHOro 00ecIiedeHHsL.

8.4. Mepsl 110 3aIIMTE MAIIMHHBIX HOCUTENEH MepCOHANBHBIX TaHHBIX (CpencTB 00padOTKH (XpaHEHUs)
MEPCOHANBHBIX JTAHHBIX, CHEMHBIX MALIMHHBIX HOCHUTENEH MEPCOHAJBbHBIX AAHHBIX) NOJDKHBI HCKIIOYATh
BO3MOXXHOCTh HECAHKIIMOHMPOBAaHHOTO JOCTyNa K MAalIMHHBIM HOCHUTENSAM M XpPaHSAIIMMCS Ha HUX
MIEPCOHAJIBHBIM JJAHHBIM, a TaK)K€ HECAaHKLOHMPOBAHHOE MCIIOIB30BAaHUE CHEMHBIX MAIIMHHBIX HOCUTEIEH
MEPCOHAIBHBIX TaHHBIX.

8.5. Mepsl 110 peructpanuu coObITUH 0E30IMaCHOCTH TOJKHBI 00€CIIeunBaTh COOp, 3alUCh, XpaHCHUE U



3aIIUTy I/IH(i)OpMaI_[I/II/I 0 COOBITHSX 0O€30MacHOCTU B HH(l)OpMaHHOHHOfI CHUCTEMEC, a TaKXC BO3MOXHOCTH
MMpoCMOTpa U aHaJin3a I/IHq)OpMaHI/II/I 0 TAKUX COOBITHSX U pcarnpoBanrec Ha HUX.

8.6. Mepbl M0 aHTHBUPYCHOW 3alIMTe NOIKHBI OOecreunBaTh OOHapyKeHHEe B WH(OPMAIIMOHHOH
CHCTEME KOMIIBIOTEPHBIX NpOrpaMM IHO0 HMHOW KOMIBIOTEPHON HH(pOpManuu, MpeAHA3HAYECHHOW IS
HECAaHKIIMOHUPOBAHHOTO YHUUYTOKEHHS, OJOKHUPOBaHUS, MOAU(UKAIMH, KONMPOBAHHS KOMITBIOTEPHOM
nHGOPMAINK UM HEUTpPaIU3aluy CPEICTB 3alIMThl HH(POPMAINH, a TAK)KE pearnpoBaHue Ha OOHapyKEeHHE
STHX MPOrpamMM U HH(POPMAIHH.

8.7. Mepbl o oOHapyxeHHIO (IIPEAOTBPAIICHUIO) BTOPKEHUN JODKHBI 00eCIeunBaTh OOHAPYKCHUE
JercTBUI B MH(OPMALIMOHHOM cHCTeMe, HallPaBJIeHHBIX HA HECAHKIIMOHWPOBAHHBIN AOCTYI K HH(OpMaLny,
crenuaibHble BO3ICHCTBUA Ha WHQPOPMAIMOHHYIO CHUCTEMY M (WJIM) HEepCOHANbHBIC JaHHBIE B IIEIAX
JNOOBIBaHHS, YHHUUTOXKEHHUS, UCKaXCHUS W OJNOKMPOBaHHS JOCTYNa K TMEPCOHANBHBIM JAHHBIM, a TaKXkKe
pearupoBaHKE HA 3TU JAEUCTBUS.

8.8. MephI 110 KOHTPOIO (aHAIN3Y) 3alIMIIEHHOCTH MEPCOHATBHBIX JaHHBIX JOMKHBI 00eCIeunBaTh
KOHTPOJIb YPOBHS 3alMIICHHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH()OPMAITMOHHON CHCTEME,
IMyTEM IIPOBECACHUA CUCTEMATUUCCKUX MepOHpI/ISITI/Iﬁ 110 aHAJIM3Y 3alIMIIEHHOCTHU I/IH(i)OpMaHHOHHOfl CUCTEMbI
" TECTUPOBAHHIO paGOTOCHOCOGHOCTI/I CHUCTCEMBI 3aIIUThI IICPCOHATIBHBIX JAHHBIX.

8.9. Mepnl 10 00€CIEUEHHUIO IETOCTHOCTH HWH(OPMAIIMOHHONW CHCTEMbl M TNEPCOHAIBHBIX JAHHBIX
JOJIXKHBI O6CCH6‘II/IBaTB O6Hapy>KeHI/Ie (1)aKI‘OB HCCAHKIIMOHHWPOBAHHOI'O HApyHmIE€HUA LEIOCTHOCTH
HHq)OpMaHHOHHOﬁ CUCTEMBI U COACPKAIIUXCSA B HEeH MEPCOHATIBHBIX OAaHHBIX, a4 TaKXE€ BO3MOXHOCTbH
BOCCTAaHOBJICHH I/IH(i)OpMaHI/IOHHOI‘/'I CHUCTEMBI U COACPIKAIINXCA B Hel TMEPCOHAJIbHBIX TaHHBIX.

8.10. Mepbl 10 00ECHEUEHHMIO JJOCTYIMHOCTH TIE€PCOHANBHBIX JaHHBIX JOJDKHBI OOECIEYUBaTh
ABTOPU30BAHHBIN JIOCTYIT TONB30BaTENIel, WMEIONIMX IpaBa IO JOCTYyNy, K IEePCOHATBHBIM JaHHBIM,
cofiepyKaIuMcsl B MHPOPMAILIMOHHOM CHCTEME, B INTATHOM PEXUME (DYHKIIMOHUPOBAHUS MH(POPMAIIMOHHOM
CHCTEMBI.

8.11. MepblI 110 3amuTe Cpeibl BUPTYaTU3aIMU JOKHBI UCKITIOUaTh HECAHKIIMOHUPOBAHHBIN JIOCTYH K
MEpCOHANTBHBIM JJAHHBIM, 00pa0aThIBAEMbIM B BUPTYaIbHOM HHYPACTPYKTYpE, U K KOMITOHEHTAM BUPTYaTbHOM
HHQPACTPYKTYpbl W (MJIM) BO3JEHCTBUE HA HHUX, B TOM YHCJIE K CPEACTBAM YIIPABICHHS BUPTYAIbHON
HHPPACTPYKTYpO, MOHHTOPY BUPTYAIHHBIX MAIHH (THIIEPBU30pY), CUCTEME XpaHECHUS JTaHHBIX (BKITIOUAs
CHCTEMY XpaHEHHsS 00pa30B BHPTyaJbHOW WH(PACTPYKTYphI), CETH IEpeladd JaHHBIX 4Yepe3 DIIEMEHTHI
BUPTYaJIbHOW WM (U3NYECKON WHQPACTPYKTYPhI, TOCTEBBIM OINEPAI[HOHHBIM CHCTEMaM, BHPTYaIbHBIM
MarmHaMm (KOHTelfHepaMm), CHCTEeME U CETH peIUTUKAINN, TePMUHAILHBIM U BUPTYaIbHBIM YCTPOHCTBAM, a
TaKKe CHCTEME PE3EPBHOTO KOITUPOBAHUS W CO3/IaBAEMBIM €10 KOTIHSIM.

8.12. MepsbI 10 3amuTe TEXHUIECKUX CPEACTB JAODKHBI HCKIIIOYaTh HECAHKIIMOHUPOBAHHBIA TOCTYII K
CTAIIOHAPHBIM TEXHWYECKHUM CpEICTBaM, OOpalaTHIBAIONMM IIEPCOHANBHBIC JAHHBIC, CPEICTBAM,
obecrieunBaromUM (QYHKIIMOHUPOBaHHE HH()OPMAIIMOHHONH CHCTEMBI (Janee - CpeAcTBa obOecredeHus
(YHKIMOHMPOBAaHMS), U B TOMEIIEHUS, B KOTOPBIX OHHU ITOCTOSIHHO PACIIONIOKEHBI, 3AIIUTy TEXHUYECKHX
CPEICTB OT BHEIIHMX BO3/ICHCTBHI, a TAaKKe 3alIUTy IEPCOHAIBHBIX JAHHBIX, MPEICTABICHHBIX B BHIC
MH(OPMATHBHBIX IEKTPHUECKUX CUTHAIIOB M (PU3HUECKUX MOJICH.

8.13. Mepsl mo 3ammuTe HHPOPMAITMOHHOW CHCTEMEI, €€ CPEICTB, CHCTEM CBSI3U U Tepeladr JaHHbBIX
JOJDKHBI 00€CIIeYNBAaTh 3AIIUTY MEPCOHAIBHBIX JAHHBIX NMPH B3aUMOACHCTBUM MH(OPMALIOHHON CHCTEMBI
WIM €€ OTAENbHBIX CErMEHTOB C HWHBIMH HH(OPMALMOHHBIMH CHCT€MaMH H© HHGOPMAIMOHHO-
TEJIEKOMMYHUKAITUOHHBIMHU CETSMH ITOCPEICTBOM MPHUMEHEHHS apXUTEKTYphl HH(POPMALIIOHHON CUCTEMBI U
MIPOCKTHBIX PEelIeHNH, HallPaBIEHHBIX Ha o0eciieueHre 0e30acHOCTH EPCOHAIBLHBIX JaHHBIX.

8.14. MepBI 10 BBIABJICHUIO HWHIUJACHTOB W PCArupoOBAHUIO Ha HUX JOJIKHBI obecreunBaTh
06Hapy>1<eHHe, I/II[GHTI/I(l)I/IKaI_II/IIO, aHaJIM3 MHIOIUJICHTOB B PIHCI)OpMaLIHOHHOﬁ CHUCTEMC, a TAKIKXC IPHUHATUC MCP
10 YCTPAHCHUIO U MPECAYIPECKACHUIO HHIIUJICHTOB.

8.15. Mepbl mo ympaBiieHHIO KOHUrypanued HHOOPMALMOHHOH CHCTEMBI M CHUCTEMBI 3aIlUTHI
MEPCOHAIBHBIX JaHHBIX JOJKHBI 00€CIIeUUBAaTh yIIPaBIeHUE U3MEHEHUAMHU KOH(GUTypauuy HHPOpMaIOHHON
CHCTEMBI U CUCTEMBI 3allIUTHl EPCOHATIBHBIX JaHHBIX, aHAJIN3 MOTEHIUATBHOIO BO3IECHCTBHS IUIAHUPYEMBIX
W3MEHEHHH Ha obecriedeHne Oe30MacHOCTH IEPCOHAJbHBIX AAHHBIX, a TaKkKe NOKYMEHTHPOBAHHE STHX
M3MEHEHM.

9. BBI60p MCp 110 obecreueHnio 0e30IMacHOCTH NEPCOHAJIBHBIX AAHHBIX, MOMJIC)KANIUX pPCaIU3allii B



HH(l)OpMaHI/IOHHOI;'I CHUCTCMC B paMKaX CUCTCMBbI 3allIUThI ICPCOHAJIBHBIX JAHHBIX, BKJIFOYACT:

onperneneHne 06a30Boro Habopa Mep MO OOSCIEUEHHI0 0E30MAaCHOCTH IEPCOHANBHBIX TaHHBIX IS
YCTaHOBJICHHOTO YPOBHSI 3aIIMIIEHHOCTH ITEPCOHATIBHBIX IAHHBIX B COOTBETCTBUH C 0a30BBIMU HAOOpaMH Mep
Mo 00eCreUeHn 0 0e30MacHOCTH TEPCOHATBHBIX MAHHBIX, MPUBEIACHHBIMM B MPUIOKECHUH K HACTOAIIEMY
JOKYMEHTY;

amanTauuio 6azoBoro Habopa Mep Mo obecnedeHno 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX C YUETOM
CTPYKTYpPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK HH(POPMAIIMOHHON CUCTEMBbI, HH(POPMAITHOHHBIX TEXHOIOIHH,
0COOCHHOCTEH (PYHKIIMOHUPOBAHUS WH(POPMALIMOHHOM CHCTEMBI (B TOM 4YHCIE HCKIIOYCHHE M3 0a30BOTrO
HaOopa Mep, HEeMOCPEICTBEHHO CBSI3aHHBIX ¢ MH()OPMAIMOHHBIMU TEXHOJIOTHSIMH, HE HCIONb3YyeMbIMH B
MH(OPMAIIIOHHON CHCTEME, WIN CTPYKTYPHO-(QYHKIMOHAIbHBIMU XapaKTePUCTUKAMHU, HE CBOMCTBEHHBIMH
WH(POPMAIIIOHHOH chUcTeMe);

YTOYHEHHUE aJanTHPOBaHHOTO 0a30BOro Habopa mMep Mo oOecredeHHIo 0e30MacHOCTH TEePCOHATBHBIX
JAHHBIX C yYETOM HE BBIOPAHHBIX paHee Mep, MPUBCACHHBIX B MPIJIOKEHUU K HACTOAIIEMY JOKYMEHTY, B
pesyapraTe dYero ONpeAesslloTCs Mephl MO0  00eCleYeHHI0 0e30MacHOCTH TePCOHANBHBIX — JIaHHBIX,
HalpaBJICHHBIE HAa HEUTPATM3alMI0 BCEX aKTyaJbHBIX Yrpo3 0e30MacHOCTH TEPCOHAIBHBIX JAHHBIX IS
KOHKPETHON MH(POPMAIIMOHHON CUCTEMBI;

JIOTIOIHEHHE YTOYHEHHOTO aJanTHpOBaHHOTO 0a30BOro Habopa Mep 1Mo obeclieueHHI0 0e30MacHOCTH
MEPCOHAJIBHBIX HaHHBIX ME€paMu, O6eCHe‘II/IBaIOHII/IMI/I BBIITOJIHCHHEC Tpe6OBaHI/II>II K 3alIUTe IMEPCOHAJIBHBIX
OaHHBIX, YCTAaHOBJICHHBIMM HWHBIMW HOPMATUBHBIMU IIPAaBOBBIMH aKTaMHu B O6HaCTI/I obecreueHus
6€30nmacHOCTH IEPCOHANBHBIX TAHHBIX U 3aLUTHI HH(OPMAIIHH.

10. IIpr HEBO3MO)KHOCTH TEXHUYECKOW pean3allii OTAEIHHBIX BBIOPAHHBIX MEp MO 00ECIeUeHHIO
0€30MMacHOCTU MEePCOHAIBHBIX JIAHHBIX, & TAKXKE C YUYETOM SKOHOMHUYECKOHW IeNeco00pa3sHOCTH Ha dTarax
ajanraiuy 0a30BOro Habopa Mep W (MJIM) YTOUHEHHsS aganTHPOBAHHOIO 0a30BOro Habopa Mep MOTryT
pa3pabarbiBaThcsi MHBIE (KOMIICHCHUPYIONIHME) MEphI, HAMPaBICHHbIC HA HEHTPAIM3aIHI0 aKTyallbHBIX yYIpo3
0€30MMacHOCTH TIePCOHATILHBIX JIAHHBIX.

B sToM ciydae B Xome pa3paOOTKH CHCTEMBI 3alUThI IEPCOHANBHBIX JAHHBIX JOKHO OBITh ITPOBEICHO
000CHOBaHME TIPUMEHEHHUS KOMIICHCHPYIOIIMX Mep IS o0ecredeHrs 0€30IacHOCTH IEPCOHANBHBIX JaHHBIX.

11. B cinyyae ompeneiacHHs B COOTBETCTBUH C TpeOOBaHUSAMHU K 3alMTE IEPCOHAILHBIX MPH HX
00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTBEPXKJICHHBIMH MOCTAHOBICHHEM
[IpaButensctBa Poccuiickoit ®eneparuu or 1 HOsOps 2012 . N 1119, B KadecTBe aKTyalbHBIX Yrpo3
0€30MMaCHOCTH TIEPCOHANBHBIX MaHHBIX 1-TO W 2-TO THIIOB IOMOJHHUTEILHO K MepaM IO OO0CCIICUCHHIO
0€30MMacHOCTH MEePCOHAIBHBIX JJAHHBIX, YKA3aHHBIM B ITYHKTE 8 HACTOSANIETO JIOKYMEHTA, MOTYT PUMEHSThCS
CIIEIYFOIIIE MEPHI:

MPOBEpPKa CUCTEMHOro ¥ (WMIIM) MPUKIAHOTO MPOrPAaMMHOIO OOECTIeUeHUs, BKIFOYasi MPOrpaMMHbBIT
KOJI, Ha OTCYTCTBHE HEICKIAPUPOBAHHBIX BO3MOXHOCTEH C MCIONB30BAHUEM aBTOMATH3UPOBAHHBIX CPE/ICTB
u (nan) 0e3 UCTIOIh30BaHUS TAKOBBIX;

TECTHPOBaHHE MH(POPMALIMOHHON CHCTEMBI HA IPOHUKHOBEHHUS;

HCIOMB30BaHNE B HMH(GOPMALIMOHHOM CHCTEME CHUCTEMHOro M (WIM) NPHUKJIAAHOIO MPOrpaMMHOIO
obecrieueHns, pa3paboTaHHOTO C UCIONb30BAHUEM METOIOB 3aIIUIIEHHOTO IPOrpaMMHUPOBAHUSL.

12. TexHuueckre Mepbl 3alIUThl NEPCOHAJBHBIX JAHHBIX PEATU3YIOTCS IOCPEACTBOM HPUMEHEHUS
CPEICTB 3aIIUTHl HH(OpMAaLKK, B TOM YHCIIE IPOrPaMMHBIX (IIPOrpPaMMHO-AINAPaTHBIX) CPEACTB, B KOTOPBIX
OHU peaJIn30BaHbl, IMEIOIINX HEOOX0AUMbIe (YHKIIMH O€30MaCHOCTH.

IIpu wucnonb3oBaHMM B HMH(POPMALMOHHBIX CHCTEMax CEePTUQULIUPOBAHHBIX IO TPeOOBAHUAM
Oe3omacHOCTH MHGOPMALIUK CPEACTB 3aIUTH HH(POPMALIIH:

B MH(OPMALMOHHBIX cHUCTeMaxX | ypOBHS 3alIMIIEHHOCTH NEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeIcTBa 3aIlUThl HHpOPMAMK He HUXe 4 Kiiacca U 4 ypoBHS AOBEPHS], a TAKKE CPEICTBA BEIYUCIUTENbHON
TEXHUKH HE HUXKE 5 Kiacca;

(8 pen. [Ipukaza ®CTIK Poccun or 14.05.2020 N 68)

B I/IH(l)OpMaI_H/IOHHBIX cucTeMax 2 YPOBHSA 3alMUIICHHOCTU IICPCOHAJIBHBIX MaHHBIX IMPUMCHSAIOTCA
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CpEACTBa 3aIUTHl MHPOPMAIIMY HE HIDKE 5 Kilacca M 5 YpOBHS IOBEPHSI, a TAKXKE CPEIICTBA BHIYMUCIUTEIEHOM
TEXHUKH He HUXKE 5 Kiacca;
(8 pen. Ilpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B MH(OPMAIMOHHBIX CHCTEMaxX 3 yPOBHS 3alMIIEHHOCTH IEPCOHANBHBIX AAHHBIX NPUMEHSIOTCS
CpeIcTBa 3aIlUThl HHpOpMaK 6 Kilacca U 6 ypOBHS JOBEPHS, a TAKKE CPEACTBA BRIYMCIUTEILHON TEXHUKU
HE HIKE 5 Kjacca;

(B pen. Ilpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B MH(QOPMAIMOHHBIX cUCTeMaxX 4 YpOBHS 3alIMIICHHOCTH IEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeICTBa 3aIUThl HHpOopMaKK 6 Kilacca U 6 ypOBHS JAOBEPHS, a TAKKE CPEACTBA BEIYUCIUTEIBHON TEXHUKH
He HIKe 6 Kiacca.

(B pen. Ilpukaza ®CTIK Poccun ot 14.05.2020 N 68)

Kracchl 3amuThbl onpenenstoTcst B COOTBETCTBUU C HOPMATHBHBIMH [TPABOBBIMHU aKTaMH, H3JJAHHBIMU B
coorBercTBUU ¢ mofanyHkroM 13.1 mynkra 8 Ilonoxenust o denepanbHOi ciyx0Oe MO TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOITIO, YTBepkaeHHOro Yka3oM [Ipesunenta Poccuiickoit denepanmu ot 16 aBrycra 2004
r. N 1085.

YpoBHM JIOBEpUs YCTaHABIMBAIOTCS B COOTBETCTBUU ¢ TpeGoBaHMsIMH IO O€30MacHOCTH HH(OpMAIINH,
YCTAHABIMBAIOIIMMIA YPOBHH JIOBEPHS K CPEICTBAM TEXHHYECKOW 3allMThl MHOOPMAIUM U CPEACTBAM
obecrieueHns 6€30MacHOCTH HH(POPMAIIMOHHBIX TEXHONOTUH, yTBep kK aeHHbIME nTpukazom @CTOK Poccun or
30 mrons 2018 . N 131 (3aperucrpupoBan Muntoctom Poccum 14 mHosiOpst 2018 1., perucrparuonsbii N
52686).

(a63ar BBeneH [Ipukazom GCTIOK Poccum ot 14.05.2020 N 68)

[lpu wucnomp3oBaHMKM B WHGOPMAIMOHHBIX  CHCTEMax CpEICTB  3alUTHl  WHQOpMAIWH,
cepTH(PUIMPOBAHHBIX MO TPeOOBaHMSIM 0e30MacHOCTH WH(OpPMAINK, YKa3aHHBIE CPENCTBA JIOIKHBI OBbITh
cepTH(GUIMPOBaHEI HA COOTBETCTBHE OO0S3aTENLHBIM TpPEOOBaHUSAM 10 OE30MaCHOCTH WH(POPMAIWH,
YCTaHOBJICHHBIM HOPMATHBHBIMH IPABOBBIMH AaKTaMH, WIH TpeOOBAaHUSAM, YKa3aHHBIM B TEXHUYECKUX
YCIOBHSX (3aaHMSIX 110 O€30IIaCHOCTH).

OyHKIMKH 0€30IMaCHOCTH CPEACTB 3aIlUThl HH(OPMALMK JO0KHBI 00SCIICUMBATh BBIMOJHECHHE MEP I10
o0ecriedeHHI0 0€30MaCHOCTH MEPCOHABHBIX JaHHBIX, COACPKAIINXCS B HACTOSAIIEM JTIOKYMEHTE.

A6zarr yrpatwn cury ¢ 1 saBaps 2021 ropna. - [Ipuka3z ®CTIK Pocecnn ot 14.05.2020 N 68.
(. 12 B pen. IIpukaza ®CTIK Poccunm ot 23.03.2017 N 49)

13. Ilpu mcnonb3oBaHUM B HMHGOPMALMOHHBIX CHCTEMaX HOBBIX HMH(OPMAIMOHHBIX TEXHOJIOTHH M
BBISIBJICHUU JOMOMHUTENBHBIX YIrpo3 0€30MacHOCTH MEPCOHANBHBIX AAHHBIX, U1 KOTOPBIX HE ONpENEIEHBI
Mephl o0ecriedeHns UX 0e30IacHOCTH, TOMKHBI pa3padaThlBaThCsl KOMIICHCHPYIOIME MEPhl B COOTBETCTBUU C
nyHkToM 10 HacTosIEero J0KyMeHTa.

[Ipunoxenue

K CocTaBy U COAEpKAHUIO
OpPTraHU3aLMOHHBIX U TEXHUYECKUX
Mep 1o oOecreueHuIo 6e30MacHOCTH
NEPCOHAJIBHBIX TAHHBIX NP UX
00paboTke B MHGOPMAIIMOHHBIX
CHCTEMax MePCOHAIbHBIX JAaHHBIX

COCTAB 1 COAJEP KAHUE
MEP 10 OBECIIEYHEHHIO BE3OITACHOCTH IIEPCOHAJIBHBIX TAHHBIX,
HEOBXOJMMBIX /11 OBECIIEYEHUS KAXKJIOT'O U3 YPOBHEM
SAIMIIEHHOCTH NEPCOHAJIBHBIX JTAHHBIX

VYcnoBHOE Conepxanue Mep 1o 00ecredeHnIo 0e30MacHOCTH VpOBHU 3aLIUIIEHHOCTH
0003HaYEHHE U MEPCOHANBHBIX JTAHHBIX MEPCOHANBHBIX TAHHBIX
HOMEP Mephl

4 3 2 1
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I. Unentuduxanus u ayreHTHUKaMA CyObEKTOB AOCTYNA U 00beKTOB noctymna (MAD)

NAD.1 Unentudukanuss u ayreHTH(UKAIMS TOIb3OBaTelel, | + + +
SIBIISIFOIIUXCS] paOOTHUKaMHU OriepaTropa

NAD.2 Unentudukanus u ayTeHTH(QHUKALUS YCTPOWCTB, B TOM +
YHcJie CTalMOHAPHBIX, MOOMIIBHBIX U TOPTATUBHBIX

NAD.3 VYopasnenue uaeHTH(QHUKaTOpaMH, B TOM 4Hcie| + + +
CO3/IaHUE, [IPUCBOEHHE, YHUUTO)KEHUE
uAeHTH()UKATOPOB

NAD® .4 VYmpasneHue cpecTBaMu ayTeHTH(PHUKALIUNK, B TOM yncie | + + +

XpaHEeHWe, BblIaua, WHHUIMAIH3alus, OJOKHpOBaHHE
CpEICTB ayTeHTHU(HUKALUN W MPHUHATHE MEp B clydae
yTpaTtel  H (unu)  KOMIpOMETaluu CpENCTB
ayTeHTH(OUKAIIH

NAD.5 3ammra 00paTHOM CBSI3U npu BBOAE| + + +
ayTeHTH()UKAMOHHON HH(pOPMaIIH

NAD.6 Unentndukanus u ayreHTHUKAIMS ToTb30BaTenei, He| + + +
ABISIONIMXCS  pabOTHUKAMHU — omeparopa  (BHEUIHHX
MOJIb30BaTeNel )

II. Ypasnenue noctynom cyObeKToB JocTyna Kk oobekram goctymna (YI1]])

VIO VYrpasnenne (3aBeIcHHUE, aKTHBAIMS, OJOKHpOBaHWE M| + + +
YHHUUYTO)KEHHE) YYCTHBIMH 3alMCSIMHU IOJb30BaTENeh, B
TOM YHCJIC BHEIIHUX TI0JIb30BaTeICH

YIIJ.2 Peanmuzarms HEOOXOMUMBIX METOMIOB (IHUCKPCITMOHHBIN, | + + +
MaHJIATHBINA, POJICBON MM MHOW METON), TUIIOB (UTEHUE,
3allUCh, BBIOJHEHHE WJIM WHOW THUI) W MPaBWI
pasrpaHUvEHHS JOCTYIIa

VIII.3 VYmpasnenne (pumsrparnus, MapmpyTU3anns, KOHTPOIb | + + +
COCNMHEHNH, OIHOHAIpaBIIeHHAs] Tiepenada ¥ WHBIE
crocoObl yrpaBieHns) WH()OPMAITMOHHBIMA TTOTOKAMHU
MEXKIy YCTPONCTBaMH, CErMEHTaMH WH(OPMAIIOHHON
CHUCTeMBI, a Takke Mexay HWHGOPMAIOHHBIMU

crcTeMaMu
YII.4 Pazmenenne momHOMoumit (porneii) monb3oBaTened,| + + +
aJIMUHUCTPATOPOB u JTUIL, 00eCTeUNBAFOIIIX

(hyHKIHOHMpPOBaHME UHPOPMAIIMOHHON CHCTEMBI

YIS Ha3znadenne MuHUMaNTbHO HEOOXOMUMBIX TIpaB H| -+ + +
NPUBMJICTHHA TIOJB30BATEISIM, aJMHUHUCTPATOpaM U
JHLAaM, o0ecIeunBaloIuM (YHKIIMOHUPOBaHHE

HH(OPMALIIOHHON CUCTEMBI

YIIA.6 OrpaHuueHue HEYCIELIHbIX MOMBITOK BXoga B| + + +
HUH(POPMALIIOHHYIO cUCTeMY (moctymna K
rH(}OpMAIIOHHOH cHCTEME)

VILA.7 [Ipenynpexaenue mnonp30BaTeNs MpPU €ro BXOAE B
vH(pOpMAIIMOHHYIO  CHCTEeMYy O TOM, 4YTO B
“H(OPMAIIMOHHOW CHCTEME pPeaJu30BaHbl MEpHl 110
obecrieueHHnI0 OE30ITaCHOCTH MEPCOHATBHBIX JaHHBIX, U
0 HEOOXOAMMOCTH  COONIOJCHHS  YCTaHOBIICHHBIX
OIIepaTopoM IPaBIII 00paOOTKU MEPCOHATBHBIX JaHHBIX




VIIA.8 OnogeneHne Moab30BATEN MOCIE YCIENIHOro BXoJa B
WH(POPMAIIOHHYIO CUCTEMY O €0 MPEAbIAYILEM BXOAC B
HH(POPMAIIOHHYIO CUCTEMY

YIIA.9 OrpaHnyeHue 4yucia MapaieNbHBIX CEaHCOB J0CTYyNa
JUId  KaXA0M  y4eTHOW  3almucu  TONb30BaTemns
HH(POPMAIIIOHHOH CHCTEMBI

VIII.10 BnokupoBanue ceaHca jgoctyna B HH(POPMAIMOHHYIO +
CHCTEMY IOCJIe YCTAaHOBICHHOTO BpeMeHH 0e3/IeliCTBUS
(HEaKTMBHOCTH) TTOJI30BATENS MITH IO €T0 3aIpocy

YIIA.11 Pazpemenne (3amper) JHeiicTBUE  moOnb30BaTeNei, +
pa3pelIeHHbIX 10 HACHTU(QHUKALNY U ayTeHTH(QUKAIIH

YIIA.12 [Nomnepxka U coxpaHeHHe aTpHOYyTOB OE30MaCHOCTU
(MeTok 0e30MacHOCTH), CBS3aHHBIX ¢ WHQOpMAaIueil B
mpoIiecce ee XpaHeHus U 00paboTKU

YIII.13 Peanuzamms  3amumieHHOr0  yOAJIEHHOrO  jJocTtyma| + +
CyOBEKTOB JIOCTYIIa K 00BEKTaM JIOCTYIIA Yepe3 BHETHHUE
MH(}OPMAITOHHO-TETEKOMM YHUKAIIHOHHBIE CETH

VIIO.14 PernmamenTauusi ¥ KOHTpPOJIb  MCHOJIB30BaHUA B| + +
“H(}OPMAITMOHHON CHCTEME TEXHOIOTUH OECTIPOBOJHOTO
JIOCTyTIa

VIIJ.15 PernmamenTanusi ¥ KOHTpPOJIb  MCHOJIB30BaHUA B| + +
rH(OPMAITMOHHONW CHCTEME MOOWMIIBHBIX TEXHUYECKHX
CpencTB

YIIJI.16 VipapieHue B3avMOICHCTBHEM C HHGOPMAIIMOHHBIMH | + +

CHUCTeMaM{ CTOPOHHUX  OpraHuzanmii  (BHEIIHHE
WH(POPMAITOHHBIE CHCTEMBI)

YILI.17 ObGecrieueHne  JOBEPEHHOW  3arpy3Ku CpEnCcTB
BBIYUCITUTEIBHON TEXHUKH

III. Orpanmaenne mporpammaoit cperst (OI1C)

OIIC.1 VYmpasnenre 3amyckoM (0OpaIeHHs M) KOMITOHEHTOB
MPOrpaMMHOTO 00ECIICUEHHS, B TOM YUCIIE ONIPEeTICHE
3aIyCKaeMbIX KOMIIOHGHTOB, HACTPOiKa MapaMeTpoB
3alycka  KOMITOHGHTOB, KOHTPOJIb 32  3aIlyCKOM
KOMITIOHEHTOB MTPOrPaMMHOT0 00eCTICUCHUS

OIIC.2 VYipasneHre ycTaHOBKOH (MHCTAJUTISAINEN ) KOMITOHEHTOB
MIPOrpaMMHOI0 00ecTIeueH s, B TOM YHUCIIE OIIpeeIeHrE
KOMIIOHEHTOB, TIOUICKAINX YCTAaHOBKE, HAaCTPOHKa
MapaMeTpoB yCTAHOBKM KOMIIOHEHTOB, KOHTPOJIb 32
YCTAHOBKOW KOMITOHEHTOB IPOIPaMMHOI0 00€CIIeyeHHU ST

OIlIC.3 VYeraHoBka (MHCTAUISILMS) TONBKO Pa3pelIeHHOIo K
HCHOJIb30BaHUIO MPOrPaMMHOr0 obecredeHust u (W)
€ro KOMIIOHEHTOB

OIlC.4 VYopaBieHue BpeMeHHBIMH (aillamMu, B TOM 4HCIE
3alper, paspelicHHe, IepeHanpaBlIeHUE  3allMCH,
ylajeHue BpeMeHHbIX (hailioB

IV. 3ammra MarmmMHHBIX HOCUTENEH epcoHanbHBIX MaHHBIX (3HN)

3HU.1 VY4er MalIMHHBIX HOCUTENEH MEPCOHANBHBIX JaHHBIX




3HU.2

praBJIeHI/Ie AOCTYIIOM K MAIIMHHBIM HOCHUTCIIAM
NEPCOHAJIBHBIX JaHHBIX

3HI.3

KOHTpOJ'II) nepeMeniCHuA MalIuHHBIX HOCHUTEIICH
NEPCOHAJIBHBIX JAHHBIX 3a MPCACIIbI KOHTpOﬂpreMOﬁ
30HbI

3HN.4

HckmroueHrue BO3MOXHOCTH HECAaHKIIMOHHUPOBAHHOI'O
O3HAKOMJICHUS C COACPKAaHNEM IICPCOHAIbHBIX JaHHBIX,
XpaHAIIUXCSA Ha MAIIWMHHBIX HOCUTCIAX, U (I/IJ'II/I)
HCIIONL30BaHUS HOCHTEIICH MEPCOHAJIBHBIX JaHHBIX B
HWHBIX I/IH(bOpMaHI/IOHHI)IX CuCTeMax

3HU.5

KoHTpos1b UCToNb30BaHUsS HHTEP(EHCOB BBOIA (BBIBO/IA)
uH(popMaIlMM Ha MAIIMHHBIC HOCHTEIU TMEPCOHAIBHBIX
JTAHHBIX

3HU.6

KonTpons BBOza (BhIBOAA) MH(OpPMAIIMU HA MAIIUHHEIE
HOCHTENH MEePCOHABHBIX JaHHBIX

3HN.7

KOHTpOJIB TTOAKIIFOYCHU A MalIIMHHBIX HOCHUTEIICH
NEPCOHAJIBHBIX JaHHBIX

3HN.8

YHuuto)keHne — (CTHpaHwe) WM 00e3THYMBaHUE
MIEPCOHANIBHBIX JAaHHBIX HA MAIIMHHBIX HOCUTENSX MPHU
WX Tiepeqade MeXIy MOIb30BaTelsIMH, B CTOPOHHHUE
OpTaHM3alMY I PEMOHTA WM YTWIM3AIWH, a TAKKe
KOHTPOJIb YHUYTOXKEHUS (ctupanns) WA
00e3/InYuBaHus

V. Perucrparius coosrtuii 6e3onacHoctu (PCB)

PCb.1

OnpezeneHre COOBITUH 0E30MACHOCTH, IMOMJICKAIINX
PETHCTPAIINH, U CPOKOB MX XPAHCHHS

PCB.2

OmpeneneHne cocTaBa M CoAepKaHUS HHGOPMAITUU O
COOBITHSAX 0€30IaCHOCTH, IMOMISKAIINX PETUCT PALTHH

PCB.3

CoOop, 3ammch W XpaHeHWE WHPOPMAITMH O COOBITHAX
0e30MacHOCTH B TEUCHHWE YCTAHOBIEHHOTO BpEMEHU
XpaHeHUs

PCb.4

PearupoBanne Ha cOOM TIpU PETUCTPAIIUU COOBITHIT
0e30macHOCTH, B TOM YHCIIE ammapatHble W
IporpaMMHBIE OMMOKK, cOOM B MexaHW3Max cOopa
uHpOpMaMM M JOCTIDKEHHWE  Tpeiena  WiH
TepernoHeHns o0beMa (EMKOCTH) MTaMSTH

PCB.5

MonuTtopuHr  (TPOCMOTpP,  aHAIW3)  PE3YIBTaTOB
pErucTpanyy COOBITHI OE30IMaCHOCTH M pearupoBaHUE
Ha HUX

PCB.6

l'enepupoBanne  BpeMEHHBIX  METOK H  (WIN)
CHUHXPOHHU3AIUS CHCTEMHOTO BpEMEHH B
nH(OPMALIIOHHOH cucTeme

PCB.7

3amura nHpOpMannu 0 COOBITHIX 0€30MacCHOCTH

VI. AatuBupycHas 3amura (AB3)

AB3.1

Peanmaunﬁ aHTHBprCHOﬁ 3allIUThI

AB3.2

OOHoBIEHUE 0a3bl JAHHBIX MPHU3HAKOB BPCAOHOCHBIX




KOMIIBIOTEPHBIX POrpamMm (BHPYCOB)

VII. O6napyxenue Bropxenuii (COB)

COB.1 OOHapyxeHue BTOPKEHU I + +

COB.2 Oo6HoBeHNe 0a3bl PEIIAIOMINX TPABUIT + +

VIII. KonTpons (aHaln3) 3aUIIEHHOCTH MEPCOHATBHBIX AaHHBIX (AH3)

AH3.1 BrisiBieHue, aHanM3 ySI3BUMOCTEH WHGOPMAIIMOHHOMN + + +
CUCTEMBI W  OIEPaTUBHOE  yCTPAaHEHHWE  BHOBH
BBISIBIICHHBIX YSI3BUMOCTEH

AH3.2 KoHTpons ycTaHOBKM OOHOBIEHHMI mporpammHoro| + + + +
oOecrieueHns, BKIO4ash OOHOBJICHHE IPOrPaMMHOIO
o0ecIieueHHs CPEICTB 3aIIUTh HH(OPMaIH

AH3.3 KonTpons paborocriocoOHOCTH, apaMeTPOB HACTPOMKH + + +
U TPaBWIBHOCTH (YHKIIMOHHUPOBAHUS MPOrPAMMHOTO
o0ecrieueH s U CPEICTB 3allUuThl HH(pOpMaIu

AH3.4 Kontpomns cocrasa TEXHUYIECKHIX CPEZCTB, + + +
MPOrpaMMHOTO  O0ECliedeHHs] W CPEICTB  3allHuThI
nHpopmarm

AH3.5 KonTpone mnpaBun reHepanMu M CMEHBI Haposied + +
MONIb30BATENeH, 3aBEACHWA W YHANCHHS YYETHBIX
3amyced  T0JIb30BaTElNeH, peanvzalMu  TpaBUil

pasrpaHUyYEHHUs AOCTYIa, TOJIHOMOYMNA MOIb30BaTeNeH B
HHPOPMAITMOHHON CUCTEME

IX. OGecnieyeHue 1ETOCTHOCTH HHPOPMALTMOHHON CUCTEMBI M ITEPCOHANIBHBIX AaHHbIX (OLJT)

OLVIL.1 KoHTponb MEeTOCTHOCTH MPOrpaMMHOTO 00€CIICueHUS, + +
BKITIOUasi MIPOrpaMMHOE 0OeCIIeUeHUE CPEICTB 3alUThI
HHpOPMAITHHI

OLJL.2 KoHTponbh  METOCTHOCTH  MEPCOHANBHBIX  JTAHHBIX,
COIepKaImuxcsi B 0a3ax HaHHBIX HH(POPMAITHOHHOMN
CHCTEMBI

OLJL.3 OOGecrieucHue BO3MOKHOCTH BOCCTaHOBJICHHS
MIPOrpaMMHOI0 OOECIIeUueHHs], BKIIOYas MPOrpaMMHOE
obecrieueHre CPENCTB 3alUThl WHPOpPMALUW, IIPH
BO3HUKHOBCHUH HEIITATHBIX CUTYalUH

OLL4 OOHapy)keHHEe W pearupoBaHHE Ha IMOCTYIUICHHE B + +
rH(}OpPMAIOHHYIO CUCTEMY He3aIpanmBaeMbIX
ANIEKTPOHHBIX COOOIIEHUH (MTHCEM, TOKYMEHTOB) U WHON
nH(popMaIK, He OTHOCAIIUXCS K (PYHKITMOHUPOBAHUIO
“H(OPMAITMOHHON CUCTEMBI (3alIUTa OT Crama)

OLJLS KonTpons conepxanust napopmanyu, nepeaaBaeMon u3
rH(}OopMaIMOHHON CUCTEMBI (KOHTEWHEPHBIH,
OCHOBaHHBI Ha CBOWMCTBaX OOBEKTa MOCTyMa, W (WIJIH)
KOHTEHTHBIN, OCHOBAaHHBIM Ha MOMCKE 3allpelIeHHON K
nepenadye MH(OPMALUU C HMCIOIB30BAHHUEM CHUTHATYD,
Macok ¥  HMHBIX  METOIOB), M  HCKIIOYEHHE
HENpaBOMEPHON nepenadn nHpOpMaIN u3
HH(POPMALIIOHHOH CUCTEMBI

OLJL6 OrpanndeHue TpaB  TONB30BATENEd IO  BBOAY




nH(popMau B UHPOPMALMOHHYIO CHCTEMY

OLJL7 KoHnTponp TOYHOCTH, TOMHOTBI U NPABUIBHOCTH
JaHHBIX, BBOOAUMBIX B HH)OPMAITHOHHYIO CUCTEMY

OLJL.8 KoHTponb ommOOYHBIX ACHCTBHI IMOMB30BATEICH I10
BBOAY M (WJIM) mepenade NEPCOHANBHBIX JaHHBIX M
NPEAYNPESXKACHUE TOJb30BaTeed 00  OmMOOYHBIX
JIEUCTBUAX

X. O0GecrieyeHre TOCTYIMHOCTH TepcoHanbHbIX AaHHBIX (OLT)

O1T.1 Hcnonp3oBaHne  OTKAa30yCTOMUYMBBIX  TEXHUYECKUX
CpEICTB
O1T.2 Pe3epBupoBaHre TEXHUYECKUX CPEACTB, IPOrPAMMHOIO

oOecrieueHns, KaHaJIOB Tiepeaayr HHPOpMaIuH, CPEICTB
oOecrieuennss (PyHKIMOHUPOBaHUS HH(OPMAIIMOHHON
CHCTEMBI

OAT.3 KonTpons 0e30TKa3HOT0 (YHKIIMOHHPOBAHUSI
TEXHUYECKHX CPEICTB, OOHApYXKEHHE W JIOKAIU3aI[Hs
OTKa30B (PyHKIIMOHWPOBAHUS, TPHUHITHE Mep IO
BOCCTAHOBJICHHIO  OTKa3aBIIMX  CPEACTB U HUX
TECTHPOBAHUE

O/[T.4 [lepronngeckoe pe3epBHOE KOITPOBaHWE
NEPCOHAJIBHBIX AAaHHBIX Ha PE3CPBHBIC MAIIMHHBIC
HOCHTEIH TIePCOHAIBHBIX JaHHBIX

OJT.5 OoGecrieucHue BO3MOYKHOCTH BOCCTaHOBJICHUS
[IEPCOHANIBHBIX JaHHBIX C PE3ePBHBIX MAaIIMHHBIX
HOCHTEJICH MEPCOHAJIBHBIX JAaHHBIX (PE3EPBHBIX KOIHIA)
B TEUEHHE YCTAHOBJICHHOIO BPEMEHHOI0 HHTEpBaIa

XI. 3ammra cpenst BupTyanmzanun (3CB)

3CB.1 Wnentndukanys n ayreHTH(UKANNAA CyOBEKTOB IOCTyHa | +
1 00BEKTOB JIOCTYTIa B BUPTYaJbHON UHPPACTPYKTYpE, B
TOM YHCII€ aJIMHHUCTPATOPOB YIIPABICHHS CPEICTBAMU
BUPTYaJIH3aLUH

3CB.2 VYrpasnerre T0CTyoM cyObeKTOB OCTyIa K oObekTam | +
JIOCTyIIa B BUPTYaJbHONW HHPPACTPYKTYpE, B TOM YHCIIE
BHYTpPHU BHPTYaJIbHBIX MAIIUH

3CB.3 Perucrpamus coObiTuil 0€30MaCHOCTH B BUPTYAJIBHOM
nH(ppacTpykType
3CB.4 VYopasnenue (GuubTpanys, MapIpyTU3aLus, KOHTPOJIb

COEIIMHEHHUs, OJHOHAIIPABJICHHAs Iepefaya) MOTOKAMHU
nHOOpPMALMM  MEXAy KOMIIOHEHTaMH BUPTYyaJIbHOU
HHQPACTPYKTYPBI, a TAKXKE 10 IEPUMETPY BUPTYaJIbHON

nH(PACTPYKTYPHI

3CB.5 JloBepeHHass  3arpy3ka CEpBEpOB  BUPTyaJIH3allVH,
BHPTyaJlbHOW  MamIuHBl  (KOHTEHHEpa), CepBEpOB
yIIpaBiieHNs BUPTyalu3alen

3CB.6 VipapneHue NepeMeleHUeM BUPTYaJIbHBIX MAaIIUH
(koHTelHEpOB) U 00pabaThIBaEMbIX Ha HUX JAaHHBIX

3CB.7 KoHTponb nenocTHocT BUPTYalibHOM HHAPACTPYKTyPHI




U ee KOHPUrypanui

3CB.8

PezepBHOE KOMMpOBaHME JaHHBIX, pPE3EPBHPOBAHUE
TEXHHUUYECKUX CPEIACTB, MPOrPAaMMHOr0 00ecredeHus
BHUPTYaJIbHOH MHPPACTPYKTYPHIL, @ TAKKE KAHAJIOB CBS3U
BHYTPH BUPTYaJIbHON MH(PaACTPYKTYpHI

3CB.9

Peanusamus u ynpaslieHHE aHTUBUPYCHOM 3alLUTOH B
BUPTYyaJIbHON HH(]pacTpyKType

3CB.10

Pa3Ouenue  BuUpTyanbHOH  HMH(PACTPYKTyphl  Ha
CErMEHTHI (cerMeHTHpOBaHUE BHUPTYaJbHOU
UHQPACTPYKTYPhI) JUIsl  0OpabOTKH  MEPCOHAIBHBIX
JIAHHBIX OTJEBHBIM TI0JIb30BaTeeM W (MJIM) TPYIIION
II0JIb30BaTENEN

XI1I. 3amura Texaudeckux cpeacts (3TC)

3TC.1

3amuTa uHGOpPMaIU, 00padaThiBAEMON TEXHUYECKUMU
CPEACTBaMU, OT €€ YTEYKH 110 TEXHUYSCKUM KaHaJaM

3TC.2

Opranu3aisi KOHTPOJIMPYEMOH 30HBI, B Ipernesax
KOTOPOH IOCTOSIHHO ~Pa3MEIIAloTCs — CTaI[MOHAPHBIC
TEXHUYECKHE CpenCTBa, obpabaTsIBaroIue
nH(pOpPMAIMIO, W CPEICTBAa 3aIMUThl WHpOpMauu, a
TaKxkKe CpencTBa odecredeHus QyHKIMOHUPOBAHUS

3TC.3

Koutponb u ympapieHue (GU3MYSCKUM JIOCTYIIOM K| -+
TEXHUYECKUM  CPEACTBaM,  CpPEICTBAM  3aIlUTHI
nHOPMAITHH, cpencTBam obecrieucHms
(YHKIIMOHUPOBaHUS, a TakkKe B TIOMEIICHUS U
COOpY)KEHHs, B  KOTOPBIX OHH  YCTaHOBJIEHBI,
HCKJIIOUAIOIIME HECAHKIHOHUPOBAHHBIN ~(DU3HUCCKUI
JOCTYyIl K cpeacTtBaM  00paboTku  uHGOpPMAIIHH,
CpeACTBaM  3alMTHl MHPOPMAMM W  CPEACTBAM
obecrieuernst (YHKIIMOHUPOBAHUS WH(POPMAITMOHHOMN
CHCTEMBI, B IIOMEIIEHUS U COOPYKEHHSI, B KOTOPBIX OHU
YCTaHOBIIEHBI

3TC.4

Pasmemenne  ycTpoiicte  BhIBoma  (oTOOpaxkeHus)| -+
HHOPMAITHH, HCKITIOYaroIee ee
HECAHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5

3ammTa OT BHENIHHUX BO3ICHCTBHHA (BO3ICHCTBUI
OKpYyXarorien Cperpl, HECTaOMIbHOCTH
ANEKTPOCHAOKEHMSI, KOHIUIIMOHUPOBAHUS W  HMHBIX
BHEIIHHUX (haKTOPOB)

XIII. 3anmta nHGOPMAIIMOHHON CHCTEMBI, €€ CPEJICTB,
CHUCTeM CBsi3U U nepenauu ganHbix (3UC)

34UC.1

Paznenenue B uHpOpManMoHHON cucTteMe (QYyHKITHH 110
YIIpaBIeHUIO (aIMUHUCTPUPOBAHHUIO) HHPOPMAIIMOHHON
CHCTEMOH, YIpaBJICHUIO (aIMUHHCTPUPOBAHUIO)
CHCTEMOM 3allUThl HEPCOHATIBHBIX AAHHBIX, QYHKLUI 1O
00paboTKe MEepPCOHANBHBIX JAHHBIX M WHBIX (QYHKIHMH
HH(POPMALIIOHHON CUCTEMBI

3UC.2

Hpe):[OTBpaH_ICHI/Ie 3aACPIKKHN nn IMpepbIBaHUsA
BBIITIOJIHCHUA ITPOLCCCOB C BBICOKUM MNPUOPUTETOM CO
CTOPOHEI MMPOUECCOB C HU3KUM NIPHUOPUTETOM

3UC.3

OO0ecmeucHue 3alluTbl TMCEPCOHAJBHBIX JAHHBIX OT +




pPackpbITUsi, MOAU(HKAIIMM ¥ HaBA3bIBAHUSA (BBOJA
JNOXKHOM MH(pOpMAIUK) Npu ee rnepenade (MOAroToBKe K
repeqaye) Mo KaHajlaM CBSI3M, HMMEIOIIMM BBIXOJ 3a
npenensl  KOHTPOIMPYEMOM 30HBI, B TOM YHCIE
0OeCIpOBOIHBIM KaHAJIAM CBSI3H

3UC.4

ObecnieueHue IOBEPEHHBIX KaHalla, MaplIpyTa MEKIy
aJIMHHUCTPATOPOM, TIONIb30BAaTeIeM M  CPEICTBAMU
3anmThl  uHpopMauun (QyHKIUSMH  Oe30MacHOCTH
CPEICTB 3aIIUTHl HH(POPMAIIHH)

3UC.5

3anper HECAHKIIMOHHPOBAHHOW YIAJCHHONW aKTHBAIIUHU
BUJCOKaMep, MHUKPO(POHOB W WHBIX mepudepuitHbIX
YCTPOWCTB, KOTOPBIE MOI'YT aKTUBHPOBATHCS YAAJIEHHO,
U OIOBEIIEHHE TONIb30BaTeNell 00 aKTUBAIMM TaKHUX
YCTpOMCTB

3UC.6

Ilepenada ©  KOHTPOJNb  IEINOCTHOCTH  aTpHOYTOB
OezomacHOCTH (METOK O€30MACHOCTH), CBSA3aHHBIX C
INEPCOHAJIBHBIMU NAaHHBIMHU, IIPU O6MeHe MU C UHBIMHU
WH(POPMAIIMOHHBIMU CHCTEMaMHU

3UC.7

KoHTponb  CaHKIMOHMPOBAHHOTO W  HCKIIOYEHHE
HECAHKIIMOHMPOBAHHOTO HCIIONB30BAHUS TEXHOJIOT Ui
MOOMJIBHOTO KOZ[a, B TOM YHCJIE€ PErHUCTpAIs COOBITHH,
CBSI3aHHBIX C MCIIONH30BAHNEM TEXHOJIOTHII MOOUIIFHOTO
KOJla, WX aHalIM3 W pearnpoBaHHWE Ha HApYIICHHUA,
CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOIOTUIl MOOMIJIBHOTO
Koza

3UC.8

KoHTponh  CaHKIMOHMPOBAHHOTO W  HCKIIOYEHHE
HECAHKIIMOHUPOBAHHOTO HCIION30BAHUS TEXHOJIOTHi
repenayyl pedr, B TOM HYHCJIE PETUCTpPAls COOBITHIA,
CBSI3aHHBIX C HCIIOIb30BAHMEM TEXHOJOTHH Iepenadn
peun, WX aHauM3 W pearupoBaHWe Ha HAPYIIEHUA,
CBSI3aHHBIE C WCIONH30BAHWEM TEXHOJOTHHA Iepenadu
peun

3UC.9

KonTponb  CaHKIIMOHMPOBAaHHOW W HMCKIIIOYEHUE
HECaHKIIMOHUPOBAHHOW NIepenadr BUAeonH(pOpMaIni, B
TOM YHCI€ pPETrUCTpanusi COOBITUH, CBS3aHHBIX C
nepemaded  BupeomH(GOpMAIMM, WX ~ aHATU3 U
pearupoBaHre Ha HApYIIEHUs, CBI3aHHBIC C Tepenavet
BHICONH(OpMAaITUH

3UC.10

[HonrBepxnenue TIPOUCXOXKTCHHS HCTOYHHKA
rH(popMaIK, MOIy4aeMoi B TpoIrecce OmpemereHHs
CeTeBBIX aJPECOB IO CETEBHIM HWMEHaM  HIH
OTIpEJIENIeHUs CETEBBIX HMEH T10 CETEBBIM aJipecam

3UC.11

OOGecrieucHue NOAJIMHHOCTH  CCTCBBIX CO€,I[HH€HHI>1
(CeaHCOB BSaHMOHeﬁCTBHH), B TOM YHCJIC U1 3alIUThI OT
IIOAMCEHBI CECTCBBIX YCTpOﬁCTB " CCPBHUCOB

3UC.12

HUckmoueHne BO3SMOKHOCTH OTPHULIAHUS MOIb30BATEIEM
(dakTa OTHPaBKU IEPCOHAJBHBIX JAHHBIX JIPYyroMYy
TI0JIb30BATEIIO

3UC.13

HckiroueHue BO3MOXKHOCTH OTpHULIAHUS ITOJIB30BATCIICM
(baKTa NOIMy4YCHUs IMEPCOHAJIBHBIX HNAHHBIX OT APYroro
IIOJIB30BaTECIIA




3UC.14 Hcnonb3oBanue yCTpPOWCTB TEPMHUHAIBHOIO JOCTYIIA
U1t 00paboTKU NEPCOHATBHBIX JaHHBIX

3UC.15 3ammTa apxuBHBIX (aiyioB, MapaMeTpoB HACTPOWUKU + +
CpenCTB 3almMThl HMH(GOPMAUMH M TMPOrPaAaMMHOIO
oOeclieueHHsT ¥ MHBIX JaHHBIX, HE TOMJIEKAIINX
W3MEHEHHIO B Tmporecce 0O0pabdOTKH TMepCOHaJIbHBIX
JAHHBIX

31C.16 BrisaBnenue, aHaNnu3 u O1oKMpOBaHUE B
UH(POPMAIIMOHHON CHCTEME CKPBITHIX KAHAJIOB Mepeiadn
uHpOpMauK B 00X0Jl peau30BaHHBIX MEp MM BHYTPH
pa3pelIeHHbBIX CeTEBBIX MPOTOKOIOB

3UC.17 Pa3Ouenne MHPOPMAIMOHHONW CHUCTEMBbI HAa CErMEHTBI + +
(cermenTHpOBaHNE WH(POPMAIIMOHHOH CHCTEMBI) U
oOeclieueHHe  3allUTBl  MEPUMETPOB  CETMEHTOB
UH(POPMAIIMOHHOW CHCTEMBI

31C.18 ObecnieueHue 3arpy3kd M HCIOIHEHHs MMPOrPaAaMMHOTO
O6eCHe‘IeHI/I5{ C MaIIMHHBIX HOCHUTEJEn MEPCOHAJIBHBIX
JaHHBIX, JOCTYIIHBIX TOJBKO JJId YTCHUA, U KOHTPOJIb
LETOCTHOCTH JAHHOTO MPOrPaMMHOI0 00eCIIedeHHs

3UC.19 Wzonsamus mporieccoB  (BBITOMTHEHHWE IPOrpaMM) B
BBIIEJIEHHOM 00JIACTH MaMITH

3U1C.20 3ammTa OECIIPOBOMHBIX COCAMHEHHH, MPUMEHSIEMBIX B + + +
HHPOPMAITMOHHON CUCTEME

XIV. BeisiBenrne HHOUICHTOB U pearnpoBanue Ha Hux (MHII)

HHII. 1 OmpeneneHne JIMI, OTBETCTBEHHBIX 3a BBISBICHUE + +
VMHIUACHTOB U PearupoBaHUe Ha HUX

WHIL.2 Obnapyxenne, HWIACHTUQUKAUS W  PETUCTPAIUL + +
WHIUJICHTOB
WHIIL.3 CBoeBpeMeHHOE HHPOPMHUPOBAHUE JIUIT, OTBETCTBECHHBIX + +

3a BBIBJICHHE WHITUACHTOB M PEardipoBaHHE HA HUX, O
BO3HHKHOBCHHH HWHITUIACHTOB B  HH(OPMAITHOHHOMN
CHCTEME TIOTH30BATEIIIMA U aIMUHUCTPATOPAMHU

HHIL.4 AHanu3 WHIMIECHTOB, B TOM YHCIE OIpEAeIcHue + +
HMCTOYHMKOB M NPUYMH BO3HUKHOBEHHUS MHLIMICHTOB, a
TAKXKE OLICHKA UX MOCIEACTBUI

HHIIL.S Ilpundatue Mep 1O  YCTPAaHEHHIO  MOCIEACTBUHI + +
HWHIUJICHTOB
HHII.6 [InanupoBanue W OpUHATHE MEP MO MPENOTBPALIECHUIO + +

MOBTOPHOI'O BO3HUKHOBCHUA WHIHUJCHTOB

XV. Yupasnenune koHpurypanueid HHPOpMarOHHONW CHCTEMbI X CUCTEMBbI 3aIllUThI IEPCOHATBHBIX

nmaHHbIX (YK®D)
YKO®.1 Onpenenenuie UL, KOTOPBIM Pa3pelIeHbl AEHCTBUS 110 + + +
BHECEHUIO M3MEHEHUH B KOH(UTypamuio

HH(i)OpMaLIHOHHOfI CHUCTEMBbI M CHCTEMblI 3alllMThI
NEPCOHAJIBHBIX JAHHBIX

YK®.2 VYmpasnenue HU3MEHEHUAMU KOH(UTYyparuu + + +
WH(POPMAIIMOHHON CHCTEMBl M CHCTEMbI 3aIlIUTHI




NEPCOHAJIBHBIX JaHHBIX

YK®.3 AHanM3 MOTEHIMAIBHOTO BO3AECUCTBUS IIAHUPYEMBIX + + +
W3MEHEHUH B  KOHQUTYpauud  WHPOPMAIMOHHON
CHCTEMBI U CHCTEMBI 3aIIUTHI IEPCOHANBHBIX TAHHBIX Ha
oOeclieueHHe 3allUTBHl TMEPCOHANBHBIX JAHHBIX U
COITIacoBaHUE HU3MEHEHUH B KOH(HUTYpaLuH
WH(POPMAIIMOHHOW CUCTEMBI C JODKHOCTHBIM JIMLIOM
(pabOTHMKOM),  OTBETCTBCHHBIM 3a  OOeCIeueHHE
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX

YK®.4 HdoxymentupoBanue uHPOpManuu  (JaHHBIX) 00 + + +
U3MEHEHHSX B KOHQHUTypauud HHGOPMALUOHHOM
CHCTEMBI i CUCTEMBI 3aIUTHI TEPCOHANBHBIX TaHHBIX

"+" - Mepa 1o obecreueHn0 0e30MacHOCTH ePCOHAIBHBIX JaAHHBIX BKJIIOYEHAa B 0a30BBIN HAOOp Mep
JUISl COOTBETCTBYIOIIETO YPOBHSI 3aIIUIIIEHHOCTH MTEPCOHATBHBIX JaHHBIX.

Mepnl 110 oOecrieueHHI0 O€30MaCHOCTH TEPCOHANBHBIX JaHHBIX, HE O00O3HAYCHHBbIC 3HAKOM "+,
MPUMEHSIIOTCS TIPH aJianTaiiu 0a30BOro Habopa Mep U YTOYHEHHMH aIallTHPOBAHHOro 0a30BOro Habopa mep,
a TakKe TPH pa3padOoTKe KOMIEHCUPYIONTUX MEp M0 00eCIIeueHNI0 0€30IaCHOCTH MEPCOHABHBIX JTaHHBIX.
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